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HHS Issues Security Guidance on Risk
Analysis 

As discussed in a prior edition of Health Industry Online,
the enactment of the American Recovery and Reinvestment
Act of 20091 (ARRA), and more specifically, Title XIII of
the ARRA, known as the Health Information Technology for
Economic and Clinical Health Act (HITECH Act) has caused
many health care providers and business associates to
revisit their existing policies and procedures relating to
compliance with HIPAA and its privacy and security
regulations.2

To assist organizations in complying with HIPAA security
standards, the HITECH Act requires the U.S. Department of
Health and Human Services (HHS) to issue annual
guidance on the “most effective and appropriate technical
safeguards” for use in carrying out the provisions of the
HIPAA security regulations (Security Rule).3   Accordingly,
HHS will release a series of guidance materials to assist
organizations in identifying and implementing
administrative, physical and technical safeguards to protect
the confidentiality, integrity and availability of electronic
protected health information (e-PHI), which will be updated
annually.

The first annual guidance on the Security Rule, entitled
“HIPAA Security Standards: Guidance on Risk Analysis”
(Draft Guidance) was recently issued by the HHS Office for
Civil Rights (OCR).   The Draft Guidance addresses the
Security Rule’s risk analysis provision, which requires an
organization to conduct an accurate and thorough
assessment of the potential risks and vulnerabilities to the
confidentiality, integrity and availability of e-PHI held by
the covered entity.4   The Draft Guidance describes risk
analysis as the first step in Security Rule compliance, as
the outcome of the analysis process is “a critical factor in
assessing whether an implementation specification or
equivalent measure is reasonable and appropriate.”  

While the Draft Guidance does not mandate a “one-size-
fits-all” method for conducting risk analysis, it does set out
the following elements that should be incorporated into any
organization’s assessment of current security measures and
potential risks to e-PHI.

Scope of the Analysis – Risk analysis should take
into account all e-PHI the organization creates,
receives, maintains or transmits, regardless of its
form (i.e. hard drive, floppy disk, CD) or location (i.e.
workstation, network).

Data Collection – Identify and document where all
e-PHI is stored, received, maintained or transmitted.

Identify and Document Potential Threats and
Vulnerabilities – Identify threats to e-PHI security
that may be unique to the organization’s
environment and document vulnerabilities or
weaknesses in current security procedures or design.

Assess Current Security Measures – Assess and
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document whether required security measures to
safeguard e-PHI are in place and if current measures
are properly utilized.

Determine Likelihood of Threat Occurrence –
Determine the probability of potential threats to e-
PHI security and identify those that may be
reasonably anticipated.

Determine Potential Impact of Threat
Occurrence – Determine the potential impact of
exploitation of certain weaknesses or flaws in e-PHI
security.

Determine the Level of Risk – Analyze the
likelihood and the potential impact of identified
security threats and vulnerabilities and identify
actions that may mitigate such risks.

Finalize Documentation – Document the risk
analysis; no specific format is required.

Periodic Review and Updates to the Risk
Assessment – Conduct continuous risk analysis to
identify when security updates are needed and
prepare for changes in the organization’s operations
or structure.

Risk analysis should be an ongoing process and
methodology will vary based on the size, complexity, and
capabilities of each organization.  While the Draft Guidance
is not a “one-size-fits-all” blueprint for all covered entities
or business associates, it does provide insight into the
expectations of HHS and offers assistance to organizations
working to comply with the Security Rule.  

A link to the Draft Guidance is available on the OCR
website:
www.hhs.gov/ocr/privacy/hipaa/administrative/
securityrule/radraftguidanceintro.html.

ALERT – On July 8, 2010, the OCR released its Notice of
Proposed Rulemaking for implementation of new and
amended HIPAA rules in light of the HITECH Act.   The
proposed rules, once adopted, will modify the Privacy,
Security, and Enforcement Rules originally issued under
HIPAA.  According to comments by Secretary Sebelius, the
proposed rules will strengthen and expand enforcement of
HIPAA by:

expanding individuals’ rights to access their
information and to restrict certain types of
disclosures of protected health information to health
plans;
requiring business associates of HIPAA-covered
entities to be under most of the same rules as
covered entities;
setting new limitations on the use and disclosure of
protected health information for marketing and
fundraising; and
prohibiting the sale of protected health information
without patient authorization.

Comments to the proposed rules may be submitted for 60
days following publication in the Federal Register, which is
expected on July 14, 2010.   A copy of the proposed rule
can be viewed at: 
www.ofr.gov/OFRUpload/OFRData/2010-16718_PI.pdf. 

1 American Recovery and Reinvestment Act of 2009, Pub. L. 111-5 (2009).  The ARRA

was enacted February 17, 2009. 

2 See 45 C.F.R. Pts. 160 and 164.
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3 See 45 C.F.R. §§ 164.302 – 318.

4 45 C.F.R. § 164.308(a)(1)(ii)(A).
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